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Server virtualization + Tenant isolati
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Server virtualization + Overlay net
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Big 3 Public cloud service provider
- Amazon AWS, MS Azure, Google GCP
- Strong laas

NCP classic
- Flat + one additional subnet

NCP + VPC
- Multiple subnets
- ACG/NACL
- Public cloud service scale

- Performance(speed) + Scalability + Security
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Core features

Tenant Isolation
- WAZIO| HEH I = 209 == M= FT= FT HELD

Multiple Subnets
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- NAT, 1:1 NAT, IPSEC, SSLVPN, Peering, Cloud connection, TenantZl ¥1Z, ...
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Private vs Public Cloud network service #*®

~=M tenants vs ~=B2F tenants

Small dataplane vs Big dataplane

Hypervisor based ACG, ACL vs Dataplane ACG, ACL
Simple routing vs Complex routing

Intenal connectivity vs Strong External connectivity
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Cloud solutions
Openstack, Cloudstack

*SX

*Cl

****ra”

Suitable for private cloud or hybrid cloud scale
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1. H/W dataplane
H/W dataplane

2. S/W dataplane
Linux networking stack
- TUN/TAP, VETH, SR-I0V, MACVLAN, IPVLAN, VXLAN, GRE

Openvswitch
DPDK
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Choose a right overlay protocol

Protocol ldentifier Overhead

VLAN-VLAN(802.1ad) 12bit + 12bits 32bits
(Customer ID + Inner VLAN)
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H/W dataplane

NER A=

VXLAN(UDP)

1.1.1.0/24 1.1.2.0/24 1.1.1.0/24 1.1.2.0/24

\\VLAN 100/ \VLAN 200 / \\VLAN 100 / \\VLAN 200 /




H/W dataplane

= Linerate dataplane

= NO ACG for Inter-VM(L3 ACL only)
= Limited Routing/VRF/VTEP

= BGP complexity
= Vendor dep

L3 ACL only

XLAF P)

-

e

1.1.1.0/24

\VLAN 100 /

1.1.2.0/24

WLAN 200

VXLAN(UDP)

1.1.1.0/24

\VLAN 100/

1.1.2.0/24

WLAN 200
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Linux packet flow




Linux networking stack

kernel entry point

functi

i filein

function

on call

which function appears

driver-specific function

data of type T

<> virtual function through pointer f

-~

data ownership (writes or refers to)

S

........... >

data copy

thread ) schedulable thread

thread scheduling (wake-up or start)

! write() ;

fs/read_write.c

>@—>-

file->f_op
aio_write

(= @K
~<

sock_aio_write()
do_sock_write()

./.

! sendmsg() ,;

user space

»{ sock_sendmsg()

v

»{ _ sock_sendmsg()

neffsocket.c

/

skb_add_data()

sock->ops
sendmsg

\

/ sk_buff*
N tcp_write_queue
/ 5

_," !

tcp_sendmsg()
tep_push()

net/ipvéaftcp.c
Y

@ !

__tcp_push_pending_frames()
tcp_write_xmit()

sock
sk_data_ready

packet_rcv_spkt()

; "

. H

 indevice polling routine  } 3
H free skb when DMA H /
H async copy is done H N

H H

R : /

specific device start xmit
(async) copy data to device

net/ipvé/tcp.c

Y
*ﬁ*——' tcp_transmit_skb() (—I tcp_push_one()

Y

inet_connection_sock
->icsk_af_ops
queue_xmit

tcp_data_snd_check()

tep_rcv_established()

sock_def_readable() ')I wake-up waiting proc ) --------- )| sk_wait_data() |
A

sk_buf_head
sk_receive_queue
sk_async_wait_queue

I tcp_recvmsg

net/ipv4/tEp.c

tcp_data_queue()

| sock_queue_rcv_skb()

net/packet/af_pac

packet_rcv() |

ip_queue_xmit()
{ip_route_output_flow()}

| {for tcpdump‘ﬁ I skb_clone() dev

hard_start_xmit

t.c

packet_type
func

dev_queue_xmit_nit()

net/core/dev.c

dev_hard_start_xmit() -

__qdisc_requeue()

sk_buff_head q

dev_requeue_skb

pfifo_fast_requeue() s

pfifo_fast_enqueue()
__qdisc_enqueue_tail()

A

Y

ip_local_out()
{_ip_local_out();
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A

net/core/sock.c A

{ sock_common_recvmsg()

__sock_recvmsg()
{security_sock_recvmsg()}

A

sock_recvmsg()

net/socket.c

sock->ops
recvmsg

sock_aio_read()

file->f_op

do_sock_read() |

Yw rite

A

AN

| do_sync_read() |

A

recvfrom() / / read() //

| ip_append_data() I:

__————————
(—l ip_push_pending_frames() | <

N\,

qdisc

qdisc_drop()

qdisc_run()
__qdisc_run()
qdisc_restart()

dev_dequeue_skb

T
pfifo_fast_dequeue() '~
__qdisc_dequeue_head()

net/sched/sch_generic.c

wue ue
A

nf_hook();}
sk_buf_head
sk_write_queue
dst_entry
output

ip_output()

{NF_HOOK()}

ip_finish_output()

{ip_fragment()}
ip_finish_output2()

dev_queue_xmit()

net_device* dev output_queue

softnet_data

net_tx_action()

net/core/dev.c

net/ipv4/ip_output.c

A
sk_buf_head
completion_queue
neighbour/
<
<

—

< I ksoftirgd )

nel v4/|p_|né§tc

hh_cache
output

netif_schedule()

arp_create()
__netif_schedule()

A

char* data

n

net/ipv4/arp.c

qdisc_watchdog_schedule |)

A
net/sched/sched_api.c
¥

watchdog timer > --------------- )l qdisc_watchdog() |

ip_forward() < / .
- {EF_HOOK() } . dsf;e::'V | | net_rx_action() | < napi_struct* poll_list <
ip_forward_finish() .. P |
. / s
net/ipva/ip_forward.c ‘ /
— /
N napi_struct
Z Il
arp_xmit() \ =
{NF_HOOK()} ipmr_queue_xmit() ip_mr_input() ip_rev()
{NF_HOOK()} {NF_HOOK()}
ipmr_forward_finish () Ip.rcy, finish() »| dst_input()
{ip_route_input()}
arp_send() v L bl
net/ipva/ip_inpuAc : device NAPI poll :
A ip_mr_forward() Y eecesaseapascccasaas
net/ipv4/ipmr.c
arp_rcv()
{NF_HOOK()} |« pacﬁ:ktype < deliver_skb() netif_receive_skb()
arp_process()

. I __napi_schedule()
\ .

A\ 4
skb_copy_datagram_iovec() |- == i—— " void* iov_base
tcp_va_rov() =
tcp_ack_snd_check() tcp_rcv_state_process() tep.va_do_rcv() A
=R 4 user space
net/ipv4/tcp_input.c / \ A I
V4 . :
- > < -
sk_buff* skb | tcp_send_delayed_ack() i l ’
- . P il - P
net/ipv4/tcp_output.c raw_local_deliver() I E prepare receive buffers E(—i device interrupt handler _)-: device rx handler |
raw_v4_input() s M s mme——————— | I ——. M eeceemeeem———.
raw rev() | skb_clone() P _4/‘ /
raw_rcv_skb() [ \ device NAPI handler ! /
icmp_push_reply() T : R | char* data

net/ipv4/ra wA\ . I

\ ..

§ i

i d() \ l Y k_buff* -
cmp_sen i : :
p_local_deliver() : = ITNA‘P_IBI
{NF_HOOK()} \ _naptsc_hedule() \
ip_local_deliver finish() ] \
' char* data |

Y

netif_rx()
{netpoll_rx()}

netif_rx_complete()
__netif_rx_complete()
napi_complete()
__napi_complete()

process_backlog()

netpoll_rx()
__netpoll_rx()

netpoll_receive_skb()
net/core/dev.c

:I handle_bridge() |

handle_macvian()

handle_ing()

;Il vfs_read() |

fs/read_write.c
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! write() ,:
function call

Linux networking stack

e
fs/read_write.c
sock_aio_write()
2 ’ v
file in which function appears \
! sendmsg() ,; _/ »{ sock_sendmsg() P»| _ sock_sendmsg()
e . o ne{/socket.c
! gescription ¢ driver-specific function ERRE : |
T : /
: msghdr msg
Gataoypat | Lo
sendmsg
data ownership (writes or refers to) — \
T data copy _./ tcp_sendmsg()
/ I tcp_push()
<> virtual function through pointer f | : net/ipvdltep.c
i I
--------- » thread scheduling (wake-up or start) : i
thread ) schedulable thread

A4
__tcp_push_pe

nding_frames()
tcp_write_xmit()
skb_clone()
char* data B

A

sock_def_readable() ')I wake-up waiting proc ) --------- )| sk_wait_data() |

< | sock_common_recvmsg()
net/core/sock.c A
__sock_recvmsg() sock->ops
{security_sock_recvmsg()} recvmsg
A
sock
sk_data_ready o~ @0 ————————————— > eeeefeegf s
sksgeuflv_ehza:eue I tcp_recvmsg | ( iovec ( sock alo_read() | flle->f op
sk_a_sy nc_wa_lt arane - do_sock_read() | aio_write
net/ipva/tep.c H sock_recvmsg()
A
net/socket.c
tcp_data_snd_check() tcp_rcv_established() tcp_data_queue() | sock_queue_rcv_skb()
H do_sync_read() |:
A H
Y A4
——| tep_transmit_skb() (—I tcp_push_one() : I
sk_buf_head w / recvfrom() / / read() ;l vfs_read() |
. net/ipva/tcp.c I \ ( tp->out_of_order_queue
fs/read_write.c :
I
| — ‘ o ‘ |
packet_rcv_spkt() % /
~' 7 et v [eD— sacas B — e -
, =T T e € netpyarawdl ; I
i N ) o ip_local_out() A :
I G | . {_ip_local_out() <_| ip_push_pending_frames ) | € v l v /
| nf_hook();} g
packet_rcv() | Ifor tcpdump skb_clone() dev m icmp_send() ip_local_deliver() \ : sk_buff* -NAPT
v hard_start_xmit {ip_route_output_key()} ' netif_rx_schedule() input_pkt_queue no
S‘IPF_U:;’;E:));» - I __netif_rx_schedule() T
\ ip_local_deliver finish() \ ; ":ap 'f:?:g:lljelg() \
net/packet/af_pacHet.c sk_buf_head ﬁ y'y \ I —hapl_:
( sk_write_queue Z char* data o A :
\ e neppv4/ip_inplit.c . , v
output \ .
packet_type P ————— . ! ksoftirgd netif_rx()
e il I Ry G O = QLR sy
net/core/dev.c femmmmgmegnmmn ' -/ I
\ ip_forward() < / : | | \
\ {L?FOH%%UE?)} | (NF_Hook} deri::rv | net_rx_action() < napi_struct* poll_list <
pfifo_fast_enqueue() | qdisc ip_finish_output() Ip_forward_finish() : \
sk_buff_head q __qdisc_enqueue_tail() [ {ip_fragment()} / \
ip. finish output2() net/ipva/ip_forward.c ) \
- netif_rx_complete()
— / __netif_rx_complete()
qdisc_drop() e 3 napi_struct
I
— arp_xmit() ipmr_queue_xmit() ip_mr, Input() g
NF_HOO char* data
neighbour/ {NF_HOOK()} INF HOOKO} | Ni'f;(‘)‘g,)(” -
hh_cache ipmr_forward_finish() { iy »| dst_input()
output m ip_rcv_finish()
{ip_route_input()}
arp_send() Y
> c net, Ipv4/|p_|npu*c
A ip_mr_forward()
qdisc_run() netif_schedule() arp_create()
qdisc_restart() \ ‘/ 5 arp_rcv()
2 A {NF_HOOK()} |«€
. o arp_process()
A char* data
~ o < =D
prmmmmtem e A
: H pfifo_fast_requeue() .~ net/core/dev.c net/ipv4/arp.c
+ specific requeue | N
: H __qdisc_requeue() ..
\\ qdisc_watchdog_schedule | watchdog timer > )l qdisc_watchdog() |
pfifo_fast_dequeue() '~ A
__qdisc_dequeue_head() net/sched/sched_api.c
net/sched/sch_generic.c .
.
'_Q_] .....
+ spedific dequeue PPt
H -

napi_complete()
packet_type

napi_complete()
func

A

deliver_skb()

process_backlog()
netif_receive_skb()

net/core/dev.c

I handle_bridge() |

netpoll_rx()
__netpoll_rx()

netpoll_receive_skb()

handle_macvian()

handle_ing()
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Linerate vs Linux

14.88 millions of 64 byte packets per second on 10G interface
1.8 GHz -> 1 cycle = 0,55 ns
1 packet -> 67.2 ns = 120 clock cycles

12 8 60 4
< > <€ > <€ > <€ >

S SRC SRC
FS oo™ |MAC |MAC |mac | TYe | Pavioad [oRe 46 84 14,880,952 67.2 121.0
S —>>

84 Bytes 64 102 12,254,902 81.6 146.9
Function Activity Time (ns) 128 166 7,530,120 132.8 239.0
sendto system call % 256 294 4,251,701 235.2 423.4

sosend_dgram lock sock_buff, alloc mbuf, copy in 137
512 550 2,212,727 440.0 792.0

udp_output UDP header setup 57

1,024 1,062 1,177,024 849.6 1529.3

Ip_output route lookup, ip header setup 198

ether_otput MAC lookup, MAC header setup 162

Ixgbe_xmit device programming 220

Total 950
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LinuXx native features

Linux bridge
Netfilter framework
Namespace, VRF, VETH, MACVLAN, IPVLAN, GRE, VXLAN

CrFor 7150] 1 FISEHK| Tt
- 22 31 2| 50| HofR
_ —_rL ol

o

L

30| =8
|:|-| A

LI2 HO|HSd[QIZ He

N
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Linux IP stack O|ArE
netdev_rx_handler_register

Flow based approach(Match, Instruction, Action)

Clopst T2 E S K|S

IP, GRE, VXLAN, GENEVE, MPLS, ...

De facto S/W dataplane, controlplane

P2 |24 A (Openstack!)
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OVS Controller based packet flow
Paket

» Userspace A{2|(Slowpath)
« Multiple packet copy

« CPU Intensive
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OVS Reactive based packet flow

M al x
. T2 A B2 3o

» Packet delay

Flow(insert, modify,delete)

atched packet

Handle First-seen packet




OVS Proactive packet flow

Flow(insert modify,delete)

-

OVS

Controller

N

\__(Userspace) /

 Fast datapath
« ~1000k flow
* No port range

* No negation(inverse match)

DEVIEW
2019
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Super fast datapath
Polling(No interrupts. 100% CPU, More PPS)
Ring buffer for packets

Manipulate packets by userspace application(no kernel panic!)
Supports various NICs, VirtlO(vhost mode)
Pin thread to Icore(w/ RSS)

C, C++, GOLANG

HASH, LPM, ACL, IPvob, QoS, Metering, ...
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DPDK 0
Ring
L3

. Ring
M

RXITX
RXITX queues quetes
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NIC Multiple queue + RSS

mmd RX Queue #0 —»
mmd RX Queue #1 —»
— R — I
mmmd RX Queue #N —»

‘*

Ethernet

e
S
O
O

'
S
O
<
+
Q

Z

5 Tuple
HASH
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NIC Multiple queue + RSS + DPDK

DPDK thread

ammd RX Queue #0 ama CPU #0

DPDK thread

mmmd RX Queue # Eam CPU #1

‘*

ammd RX Queue #2 am CPU #2
Ethernet

DPDK thread

e
S
qv)
O

'
-
@)
<

+J
)

Z

DPDK thread

mmd RX Queue #N Eamm CPU #N

5 Tuple
HASH
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DPDK problems

No interaction with kernel |IP stack
No control plane, CLI, API

Build from a scratch
VXLAN encap./decap.(overhead), Forwarding/Routing, VNF, SFC, ...

NEOrH ElL
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DPDK is good but...

64byte packets over 10G NIC@2.2G XEON

Per core:
L2 Forwarding only: Linerate(1400%2F PPS)

Speed Killer:

1 HASH lookup: 9008t PPS
ACL: 3002t

Encap./Decap: 2002HCPU only)

Can handle 25@G, 40G, 100G?



Packet filter (5 tuple)

SIP

(Longest Prefix Match)

LPM

1234
1.2.3.0/24
1.2.0.0/16

DIP

SPort DPort

Range match
ANY
80,443
10000-20000

Protocol

2y

DEVIEW
2019



Tenant Packet filter (1+5 tuple)

oy

Linear search

Hierarchial tries
Grid-of-Tries

Geometric tree
Cross-producting

Recursive Flow Classification
Tuple space Search

Tuple Space Pruning

SIP DIP

LPM
(Longest Prefix Match)

1234
1.2.3.0/24
1.2.0.0/16

Hierarchial Inelligent Cuttings(HiCut)

HyperCuts

SPort

DPort

Protocol

2y

O(n), O(log n), O(n log n): Multiple memory lookup per packet -> performance degrading
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H/W Acceleration/Offload

Classic NIC offload
TS0, GSO, Checksum, Inner payload filter => Limited offload features

Custom H/W offload/Accelerator
- Ultra fast(Parallel processing for given packet)

- O(1) for rule match

- Linerate encapsulation, decapsulation

- Limited memory region = Rule limitation
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ToR for underlay

- No Vendor dependency
- Simple L2, L3

H/W accelerated dataplane

- Linerate VXLAN decapsulation/encapsulation, forwarding
- Linerate VXLAN routing/SFC

- Linerate ACG/ACL

S/W dataplane
- Performance + flexibility

- Flow log, Metering,...

- Pakcet stateful table

- VNF(network endpoints)
Public IP, NAT GW, Peering, IPSEC, ...
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(D

Message Queu
RPC
RESTtul AP

MP-BGP integration
(VRF, EVPN)
Network device automation
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NCP VPC overview




DEVIEW
2019




NCP VPC

{

‘\

— — =
Internet/External Network B

=)

Customer gateway

® B © o

NAT gateway Internet gateway VPN Gateway Peering Loadbalancer

VPC(10.0.0.0/8)

SFC(Service Function Chaining — vPATH)

NACL(Network Access Control List)

Subnet #1(10.0.1.0/24)

ACG

NS

P

&2 wNIC

Instance

% Route table

Subnet #2(10.0.2.0/24)
ACG ACG ACG
& WNIC & WNIC & WNIC

Instance Instance Instance
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VPC Flow: Same subnet

Jubnet #1(10.0.1.0/24)

AdG AdG
#1 #2

S




VPC Flow: Different subnet

NACL(Network Access Control list)

Subret #1(10.0.1.0/24)

AQG
#1

¢

D

Subnet #2(10.0.2.0/24)

AC

P
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Subnet isolation(

{ Internet/External Network 3

—_— 2 /

S -

Network Endpoints

VPC(10.0.0.0;

NACL(Network Access Control List)

Public Subnet Private net

D WNIC D WNIC

Instance Instance Instance
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Multiple vNICs

— — =
{ Internet/External Network B

Network Endpoints

VPC(10.0.0.0;

NACL(Network Access Control List)

Public Subnet Private net

O WNIC

Instance Instance Instance
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SFC(VPATH) B
{ Internet/External Network \é

— —

—_— ~___ -

Network Endpoints

VPC(10.0.0.0;

< </ |</;!

<

VNF VNF VNF

\ SFC(Service Function Chaining — vPATH)

VNF

Subnet #1(10.0.1.0/2

ACG

Instance
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